
 

 

 

 

 

Dear parents 

We had a parental request at our recent Parents Meeting, asking for advice on 

internet/device security in the home.  

Herewith some valuable information and recommendations for our families: 

1. Find out which websites or apps your child has registered for. 

A new account is required to access each site or app. Those sites store information 

about the user such as name, email, birthdate, etc. 

2. Find out who your child is following, and who follows your child? 

On many sites and apps, users can follow or be followed. This makes content from 

followed accounts easier to access.  

Sometimes these sites and apps can allow personal information to be shared. Private 

lines of communication through direct messages (DM) or personal messages (PM) can 

also be opened. 

3. Find out which games your child is playing. 

This applies to all computers or consoles (X-Box, PlayStation, Steam, Roblox). Similar to 

following, a gamer can add friends and play games together. Some games encourage 

voice communication with a microphone and headset. Direct messaging may be allowed 

without adding friends. 

Games are assigned ratings, such as ESRB or PEGI, to help buyers gauge the level of 

violence, profanity and other adult content that is accessible during gameplay. 

We recommend https://www.commonsensemedia.org/ for reviews of games, books, 

movies and television geared towards parents. 

4. Know which influencers your child has invited in. 

Popular apps and services like TikTok, Snapchat, Twitter, Instagram and YouTube can 

bring the whole world into your home. Influencers are so-named for their ability to 

https://www.commonsensemedia.org/


direct their followers to buy or support certain products and ideas. Children are 

especially vulnerable to suggestive media but haven’t yet developed the skills that will 

allow them to be a discerning consumer of social media. Children are also capable of 

making their own content (videos) on apps like TikTok and YouTube. 

5. Avoid big WhatsApp and messaging groups. 

Apps like Discord, WhatsApp and iMessage have brought almost instant communication 

to the world. Large WhatsApp groups are highly effective for discussing community 

needs or keeping a club or sports team informed. 

When large WhatsApp groups of children are left completely unmonitored, messages 

and images may be posted that are hurtful. Other messages may go against your values 

and beliefs. Group size should be kept to a minimum and larger messaging groups should 

be closed when they are no longer needed. Our school counts every member equally at 

fault for messages which violate school policy. 

6. Restrict screen time. 

Finding a balance between screen time and other activities can be difficult, even for 

adults. Young children will mimic the habits that parents and older siblings 

demonstrate. Activities like reading, sports, exercise and outdoor play can be shared 

with the whole family. 

Children should be encouraged to choose screen-free activities independently. A hard 

limit on screen time can help children learn good screen habits early. 

7. Invest in security apps 

Unfortunately, there is no truly free solution when it comes to security. Usually the 

level of security and ease-of-use is associated with the price you pay for any security 

app. Don’t look for a freebie if you’re serious about security! 

The easiest solutions are security apps installed on actual devices. Having an app on the 

actual device ensures that the security remains constant whether or not the child is 

connecting to a home network, mobile data or an open Wi-Fi hotspot. Installing security 

apps will give you control over your child’s device, allowing you to impose certain 

restrictions. Each device is different and a cell phone will use different security app to 

a Windows laptop for instance. 

Some examples of excellent security apps are:  

 Bark (www.bark.us) 

 Google Family Link (https://families.google.com/familylink/) 

 FamiSafe (https://www.educationalappstore.com/app/famisafe-parental-

control) 
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 NetNanny 

Get IT advice on the installation and usage of these apps. It will definitely be 

worthwhile in the long run! 

 

We hope these points help you to navigate a powerful force in your home.  

If you have never had discussions about these factors, it’s time to have a family 

meeting! 

 

Stay smart and stay safe, because our children’s innocence is really worth 

protecting. 

 

Kind regards, 

The Solid Foundations Staff 


